
Closing  
Attorneys

Seller impersonation and deed 
related crimes are on the rise. The 
U.S. Secret Service in conjunction 
with local law enforcement is 
committed to educating property 
owners, prospective buyers, real 
estate professionals and closing 
attorneys to prevent these types 
of fraud.

If you have been the victim of this 
type of fraud, please contact your 
local law enforcement agency 
and your closest U.S. Secret 
Service office. 
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Tips for Closing Attorneys to Fight Deed Fraud

Prevention/Vetting

	� Obtain two forms of identification from the 
seller. Review for mismatch or match (photo, 
age, altered info, address). Confirm name 
matches tax records, deed, listing agreement 
(if applicable).

	� Speak directly with seller by telephone or 
video call.

	� Whenever possible, make a call to the seller at 
a phone number obtained independently and 
confirm seller’s ownership of property, intent 
to sell property, relationship to listing agent 
and preferred proceeds delivery method. 

	� Ask seller property-related questions from 
appraisal or survey that they should know 
(i.e. well or septic system, survey, adjacent 
properties/HOA/POA)

	� Upon receipt of documents, compare seller 
signature to seller signature in previously 
recorded documents (whether in the chain 
of title or, if an entity or trust, with the 
Secretary of State or on trust documents). 

Also compare signatures on identification 
documents.

	� If seller requests documents by email, 
consider sending a confirmation letter to the 
tax address notifying the property owner of 
pending transaction. 

	� Confirm the following with listing agent: how 
was seller ID verified; has agent met seller in 
person; has agent seen government ID.

	� Obtain written seller proceeds instructions—
must be signed and notarized by seller 
(confirm bank name and accountholder 
name match seller) Independently verify 
instructions. 

	� Use a 3rd party provider for ID verification
	� Require a voided check and send proceeds 

via check instead of wire
	� Verify notary—this is public record. Contact 

them on the phone. If they seem suspicious 
request copy of notary’s errors and omissions 
insurance or notary bond.

Red flags

Actions

	� Vacant land; rental or non-owner occupied 
property, elderly or out-of-state owners, 
properties with no mortgage

	� Seller insists on low selling price, cash sale, 
and/or rushed closing sometimes due to  
an emotional component (illness, surgery,  
fire, divorce)

	� For Sale By Owner: Seller email address is 
unrelated to seller name

	� Seller is located outside US or claims to be 
abroad on business and/or presents an excuse 
for lack of availability during the transaction

	� Seller communicates only via email, 
language is inconsistent and refuses video 
or phone communication

	� Seller demands the proceeds be wired or to 
be sent to a third party account sometimes 
into an account at a different location than 
the seller.

	� Notary in different state than seller or  
does not match the Secretary of State  
or Notary site. 

	� Handwriting on deed is the same on multiple 
signatures (seller, notary)

If funds have been dispersed—contact bank immediately and request a wire recall/freeze
•  Contact Register of Deeds                    •  IC3 submission          •  Do not contact fraudulent seller 


